EPIC E-LEARNING INSTRUCTIONS

EPIC is a computerized clinical information-management system designed to manage client-specific data and information at many Tri-State hospitals and medical facilities. Nursing students who will be participating in a clinical experience at a member hospital must complete several E-learning modules. Once the e-learning modules have been completed at one hospital, they are accepted at the other hospitals as well. 

Access Instructions:
To access the modules from onsite, use a hospital computer and go to the intranet (type “intranet” in the address bar), and follow the directions below starting on page 3. For onsite completion, no student access is required. 
[bookmark: _Hlk3967699]To access the modules from off-site, the student must have a St Elizabeth student ID and password. The school coordinator must complete and submit the online SARS request to SEH IS/IT department. The student’s access number will be sent to the coordinator or instructor who submitted the form. The student must use this access number and password for access through the website https://stelizabethhealthcare.sharepoint.com/sites/connection (specific instructions on next page.)
Initial password is the students last 4 digits of the Social Security Number with the word Welc@me “W “is a capital letter. Example 9999Welc@me, with “Last4SS” representing the last for digits of the user’s social security number. (Important to note, the “o” in Welcome is replaced with “@”) 

Students will be required to change their password with first login. Recommended secure password is 8 characters with at least 1 upper case letter and one number or symbol. 
Once all modules have been completed, the student must take the “Epic Student Test”, and a school instructor/coordinator must grade the test. Passing grade is 80% or higher. This test will be kept on file at the school.
Completing the following five modules will take approximately two to three hour’s total.

Required modules:
These can be done over any number of online sessions, and your learning will probably be more effective if you complete them over multiple shorter sessions rather than all at one time. Also, each module can be viewed as many times as you wish to do so.

[bookmark: _Hlk34200802]These 3 modules are required for all participating Tristate hospitals: 
[bookmark: _Hlk49946347]CLNINP001 	Overview of Hyperspace for an Inpatient Setting (2019 version)
INP061	Documenting in Flowsheets (2019 version)
INP062	Administering Medications on the MAR (2019 version)
This 1 module is required for St Elizabeth Healthcare:
INP 080           Using Pump Rate Verify (2019 version)   
INSTRUCTORS ONLY: 
INP162            Documenting Scheduled, Overdue, Missed, and Held Medications and Override   Pulls (Version 2017)


Suggestions for troubleshooting problems from offsite computers -  
Must have an EPIC User-ID to get into the site. https://stelizabethhealthcare.sharepoint.com/sites/connection 
1. Must have completed the AZURE 2nd form of Identification instructions located on page 3
1. Added *.stelizabeth.com to trusted sites
1. Use Internet Explorer, e-learning works less well on Netscape, Safari, or Firefox. (I could not get it to work on Internet Explorer at all, but it did work on Firefox for me.)
1. Turn off pop-up blockers. This feature may interfere with the e-learning modules since the Application Access window must be open and you must allow it to activate JAVA™ Platform SE6U.
1. Turn off extra toolbars. 
1. Clear your browser cache (history) (temporary internet files).
1. Enable SSL and TLS protocols. Under internet options, go to advanced, check SSL and TLS.
1. May need to use a lower browser such as Internet Explorer 9 or 10 for viewing these modules. Under intranet tools, developer tools, browser mode (select IE 9 or 10). Several of the intranet features may not be compatible with the higher browsers.
1. Need Java and Cisco (most updated version) since these are interactive modules.

If you have attempted to access the e-learning modules with your EPIC training access ID, have gone through all the troubleshooting suggestions above, and your IS department has tried and cannot get it to work, you can have them contact our IS department at 301-2541. They may be able to give suggestions, but they are not allowed to work on non-St Elizabeth computers.
If you continue to experience problems with offsite access, please schedule a computer classroom through Sue Watkins (Sue.Watkins@stelizabeth.com for SETEC; (nsdc@stelizabeth.com) for Florence or Ft Thomas for students and/or instructors to come onsite to complete the e-learning. When scheduling, please include several available dates and timeframes, as well as the total number of computers, and preferred site (this does not guarantee that site would be available but is helpful for a start) needed since this will affect which room is scheduled. 
EPIC and St Elizabeth require that those with access to EPIC have completed training and a test. We cannot allow students or instructors without training to document. To access EPIC e-learning from one of our campuses, it is not necessary for the students to have EPIC access since they would be accessing our nonproduction environment for training purposes. 
I apologize for the difficulties this may cause, but currently there is no easier means of training the students. Please remember, if the students have completed EPIC training through one of the other hospitals participating in this EPIC training agreement through the GCHC, with the 4 required modules and test, we accept that training and test, they are essentially the same. The one additional module St Elizabeth requires is the INP 080 Using Pump Rate Verify (2019 version), since students are permitted to give IV meds here at St Elizabeth. 

Steps for accessing EPIC e-learning modules from offsite – MUST have completed the second form of authentication, AZURE, instructions are embedded below.


Go to https://stelizabethhealthcare.sharepoint.com/sites/connection log in using your EPIC access username and password. This EPIC access will only allow you to access the intranet, but you will not have access to EPIC until you have completed the e-learning modules and resubmitted the EPIC access SARS request form indicating completion of EPIC training.[image: ]
1.Click the SEH Sharepoint 
2.Hover the mouse over NURSING
3.Click on EPIC > EPIC E-learning
[image: ]
4.Nursing Students and Instructors select: INPATIENT CLINICAL. 
[image: ]











[image: Graphical user interface, application

Description automatically generated]Select and complete all 4 required NURSE modules 
CLNINP001 	Overview of Hyperspace for an Inpatient Setting (2019 version)
INP061	Documenting in Flowsheets (2019 version)
INP062	Administering Medications on the MAR (2019 version)
This 1 module is required for St Elizabeth Healthcare:
INP 080           Using Pump Rate Verify (2019 version)   

INSTRUCTORS ONLY INP162-2017 Documenting Scheduled, Overdue, Missed, and Held Medications and Override Pulls 
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Microsoft Azure Dual Factor Authentication 


Q. How do I set up Azure?
It’s easily set up through the website to use your smart device (phone, tablet) or 
any non-smartphone. Simply click on the following documents for instruction:


• Setup for Android mobile device
• Setup for iOS mobile device
• Text message setup
• Phone call setup


Q. What is dual factor authentication?
Often referred to as two-step verification, dual factor authentication is a security
process in which the user provides two authentication factors to verify they are who
they say they are. It can be contrasted with single-factor authentication (SFA), a security
process in which the user provides only one factor -- typically a password.


Q. Why is dual factor authentication necessary?
Thanks to increasingly sophisticated phishing and malware methods, many companies
are now requiring the use of stronger login identification methods beyond the standard
user ID and password credentials. This is an especially pertinent issue in healthcare due
to the sensitive and private patient information that can be accessed. Dual factor
authentication provides a critical second layer of defense in the event network
credentials are compromised.


Q. Who will be affected?
All associates, providers and others who access St. Elizabeth IS resources (Epic, Citrix,
Peoplesoft, St. Elizabeth Intranet, etc.) from remote locations or from personal devices.


Q. When will this change take place?
Azure is available now to all users; however, it will be required for use starting on
December 12.


Q: Do I have to set up Azure by December 12? 
No, you can wait until the next time you need to connect remotely to the St. Elizabeth 
resources.  However, it is recommended to get Azure set up as soon as you can in case 
you have setup or connectivity issues. 



https://www.stelizabeth.com/docs/default-source/private-documents/azure/microsoft-azure-mfa-setup-android.pdf?sfvrsn=31a80272_2

https://www.stelizabeth.com/docs/default-source/private-documents/azure/microsoft-azure-mfa-setup-android.pdf?sfvrsn=31a80272_2

https://www.stelizabeth.com/docs/default-source/private-documents/azure/microsoft-azure-mfa-setup-ios.pdf?sfvrsn=2aa80272_2

https://www.stelizabeth.com/docs/default-source/private-documents/azure/microsoft-azure-mfa-setup-ios.pdf?sfvrsn=2aa80272_2

https://www.stelizabeth.com/docs/default-source/private-documents/azure/microsoft-azure-mfa-setup-text-message.pdf?sfvrsn=26a80272_2

https://www.stelizabeth.com/docs/default-source/private-documents/azure/microsoft-azure-mfa-setup-text-message.pdf?sfvrsn=26a80272_2

https://www.stelizabeth.com/docs/default-source/private-documents/azure/microsoft-azure-mfa-setup-phone-call.pdf?sfvrsn=28a80272_2

https://www.stelizabeth.com/docs/default-source/private-documents/azure/microsoft-azure-mfa-setup-phone-call.pdf?sfvrsn=28a80272_2





Q: How will the dual factor authentication work exactly? 
You have three options for working with dual factor authentication using Azure and 
remotely connecting to the St. Elizabeth network: 


1. An authentication push notification can be sent to your mobile device
(Azure app on the mobile device is required. Download and set up
instructions available for iPhone and Android devices.)


2. An automated phone call from Azure to your home/office phone or
mobile device.


3. A text message from Azure to a mobile device providing an authorization
code.


Q: What if I need to update or change my Azure settings? 
Click this link. 


Q: How do I remotely connect to the St. Elizabeth Intranet or hospital network? 
Click this link. 


Q. Who do I contact if I have problems?
The IS Help Desk has been trained on Azure and will be able to help with any issues.
They are available 24/7 at helpdesk@stelizabeth.com or (859) 301-2541.



https://www.stelizabeth.com/docs/default-source/private-documents/azure/microsoft-azure-mfa-update-change-settings.pdf?sfvrsn=30a80272_2

https://www.stelizabeth.com/docs/default-source/private-documents/azure/microsoft-azure-mfa-update-change-settings.pdf?sfvrsn=30a80272_2

https://www.stelizabeth.com/docs/default-source/private-documents/azure/intranet-remote-connection-instruction.pdf?sfvrsn=36a80272_2

https://www.stelizabeth.com/docs/default-source/private-documents/azure/intranet-remote-connection-instruction.pdf?sfvrsn=36a80272_2

mailto:helpdesk@stelizabeth.com





Microsoft AZURE MFA 


Setup for user & mobile device (Android) 


1. From your mobile device, go to the Google
Play Store and download Microsoft
Authenticator.
*** DO NOT OPEN THE APP ***


2. From your computer, go to:
https://mfa.stelizabeth.com


3. Enter your St. Elizabeth email address
(Typically
FirstName.LastName@stelizabeth.com).  If
you do not have one, your username will be
your network login @stelizabeth.com (ex.
12345@stelizabeth.com).


a. Click <Next>


4. Enter your network password
a. Click <Sign in>


5. You should now see this window letting you


know that more info is required.


a. Click <Next>



https://mfa.stelizabeth.com/

mailto:FirstName.LastName@stelizabeth.com

mailto:12345@stelizabeth.com





6. You should now see the ‘Additional security
verification’ window.


a. Select ‘Mobile App’ from the drop-
down menu.


b. Select ‘Receive notifications for
verification’


c. Click <Set up>


7. You should now see the Configure mobile app
screen.
*** DO NOT CLOSE THIS WINDOW. YOU WILL
NEED IT LATER TO SETUP THE APPLICATION
***


8. Open the ‘Microsoft Authenticator’ app on
your mobile device.


9. Follow these steps on your mobile device
a. Touch <Skip> to continue setting up


the app
b. Touch <Ok> to confirm data privacy


collection
c. Touch the + to start the setup of a


new account


10. Continue these steps on your mobile device
a. Touch <Work or school account>
b. Touch <OK> to allow “Authenticator”


to access your camera







11. From the Microsoft Authenticator app on your 
mobile device scan the QR code that is still 
open on your computer from step 7  


 


12. On your mobile device, a similar screen to this 
one will display after the device is activated. 


a. On your computer click <Next> 


 
13. On your computer’s web browser: 


a. You should see the message “Mobile 
app has been configured for 
notifications and verification codes” 
on the configure mobile app screen.  
This will allow you to click <Next> 


 


14. On your mobile device: 
a. You should get the following 


notification on your mobile device to 
test that everything is set up properly.  
Touch <Approve> on the app. 


 
15. On your computer’s web browser, you should 


now see the ‘Additional security verification’ 
window.  Enter your mobile number click 
<Next> 


 
16. On the next screen click done and this will 


complete the Microsoft Azure MFA Setup.  
You can now close your browser. 


 
 







Microsoft AZURE MFA 


Setup for user & mobile device (iOS) 


1. From your mobile device, go to the App Store
and download Microsoft Authenticator.
*** DO NOT OPEN THE APP ***


2. From your computer, go to:
https://mfa.stelizabeth.com


3. Enter your St. Elizabeth email address
(Typically
FirstName.LastName@stelizabeth.com).  If
you do not have one, your username will be
your network login @stelizabeth.com (ex.
12345@stelizabeth.com).


a. Click <Next>


4. Enter your network password
a. Click <Sign in>


5. You should now see this window letting you
know that more info is required.


a. Click <Next>



https://mfa.stelizabeth.com/

mailto:FirstName.LastName@stelizabeth.com

mailto:12345@stelizabeth.com





6. You should now see the ‘Additional security 
verification’ window. 


a. Select ‘Mobile App’ from the drop-
down menu. 


b. Select ‘Receive notifications for 
verification’ 


c. Click <Set up> 
 


 


7. You should now see the Configure mobile app 
screen. 
*** DO NOT CLOSE THIS WINDOW. YOU WILL 
NEED IT LATER TO SETUP THE APPLICATION 
*** 


 
 
 


 


8. Open the ‘Microsoft Authenticator’ app on 
your mobile device. 


 


 


9. Follow these steps on your mobile device 
a. Touch <Allow> to use push 


notifications 
b. Touch <OK> 
c. Touch <Skip> to continue setting up 


the app 
 


 


10. Continue these steps on your mobile device 
a. Touch <Add Account> 
b. Touch <Work or school account> 
c. Touch <OK> to allow “Authenticator” 


to access your camera 
 


 







11. From the Microsoft Authenticator app on your 
mobile device scan the QR code that is still 
open on your computer from step 7 


 


12. On your mobile device a similar screen to this 
one will display after the device is activated. 


a. On your computer click <Next> 


 
13. On your computer’s web browser: 


a. You should see the message “Mobile 
app has been configured for 
notifications and verification codes” 
on the configure mobile app screen.  
This will allow you to click <Next> 


 


14. On your mobile device: 
a. You should get the following 


notification on your mobile device to 
test that everything is set up properly.  
Touch <Approve> on the app. 


 
15. On your computer’s web browser, you should 


now see the ‘Additional security verification’ 
window.  Enter your mobile number click 
<Next> 


 
16. On the next screen click done and this will 


complete the Microsoft Azure MFA Setup.  
You can now close your browser. 


 
 







Microsoft AZURE MFA 


Setup for user & Text Message 
1. From your computer, go to:


https://mfa.stelizabeth.com


2. Enter your St. Elizabeth email address
(Typically
FirstName.LastName@stelizabeth.com).  If
you do not have one, your username will be
your network login @stelizabeth.com (ex.
12345@stelizabeth.com).


a. Click <Next>


3. Enter your network password
a. Click <Sign in>


4. You should now see this window letting you
know that more info is required
Click <Next>


5. You should now see the ‘Additional security
verification’ window.



https://mfa.stelizabeth.com/

mailto:FirstName.LastName@stelizabeth.com

mailto:12345@stelizabeth.com





6. Step 1: How should we contact you? 
a. Select Authentication phone 
b. Select United States (+1) 
c. Enter in the phone number you wish 


to use to be contacted.  
d. Method: select “Send me a code by 


text message”  
i. Your phone numbers will 


only be used for account 
security. Standard telephone 
and SMS charges will apply 


e. Click Next 


 


7. Selecting “Send me a code by text message” 
you will receive a text message for 
authentication 


a. The text message will contain a code 
that you will need to enter on your 
browser 


b. Click <Verify> 
 


8. On the next screen click done and this will 
complete the Microsoft Azure MFA Setup.  
You can now close your browser. 


 
 







Microsoft AZURE MFA 


Setup for user & Phone Call 
1. From your computer, go to:


https://mfa.stelizabeth.com


2. Enter your St. Elizabeth email address
(Typically
FirstName.LastName@stelizabeth.com).  If
you do not have one, your username will be
your network login @stelizabeth.com (ex.
12345@stelizabeth.com).


a. Click <Next>


3. Enter your network password
a. Click <Sign in>


4. You should now see this window letting you
know that more info is required
Click <Next>


5. You should now see the ‘Additional security
verification’ window.



https://mfa.stelizabeth.com/

mailto:FirstName.LastName@stelizabeth.com

mailto:12345@stelizabeth.com





6. Step 1: How should we contact you? 
a. Select Authentication phone 
b. Select United States (+1) 
c. Enter in the phone number you wish 


to use to be contacted (No 
spaces/dashes).  


d. Select “Call me” 
i. Your phone numbers will 


only be used for account 
security. Standard telephone 
and SMS charges will apply 


e. Click Next 


 


7. By selecting “Call me” you will receive a 
phone call for authentication  


a. The phone call will ask you to press 
the pound (#) key to verify  


 
8. On the next screen click done and this will 


complete the Microsoft Azure MFA Setup.  
You can now close your browser. 


 
 







Update/Change Azure MFA Settings 


1. From your computer, go to:
https://mfa.stelizabeth.com


2. Enter your St. Elizabeth email
address (Typically
FirstName.LastName@stelizabeth.c
om).  If you do not have one, your
username will be your network
login @stelizabeth.com (ex.
12345@stelizabeth.com).


a. Click <Next>


3. Enter your network password
a. Click <Sign in>


4. If your preferred MFA method is
broken or unavailable, you’ll need
to choose <Sign in another way> to
choose another option to verify
your account.


5. You should now see the additional
security verification window.


From here you can change your default MFA 
method, update phone numbers and 
configure your mobile app. 



https://mfa.stelizabeth.com/

mailto:FirstName.LastName@stelizabeth.com

mailto:FirstName.LastName@stelizabeth.com

mailto:12345@stelizabeth.com





6. Start by verifying/updating your 
information 


a. Authentication phone 
should be your primary 
mobile number (if available) 


b. Office phone is your 
number synced from 
PeopleSoft (will not work, 
unless set in PeopleSoft in 
the below format) 
+1 8595554444 


c. Alternate authentication 
phone is a secondary 
number to use if the first is 
unavailable (home phone, 
another mobile #, etc.) 


 


7. Verify/Change your preferred 
method 


a. Call my authentication 
phone (the system will call 
you and you press # to 
approve) 


b. Text code to my 
authentication phone 
(system will send you a 
code through text that you 
will enter to approve) 


c. Call my office phone (same 
as A, but calling office 
phone) 


d. Notify me through app 
(Approve using 
Authenticator app) 


e. User verification code from 
app (enter code displayed 
on Authenticator app) 


 


8. To configure/reconfigure the app on 
your mobile device 


a. Make sure Authenticator 
app is selected 


b. Click <Configure> 
 







c. You should now see the 
configure mobile app 
window #KEEP THIS 
WINDOW OPEN# 


 
9. On your mobile device, open the 


Authenticator App 
a. Delete any old accounts 


i. Touch  or  
ii. Touch <Edit 


Accounts> 


iii. Touch next to 
the account you 
want to remove 


iv. Touch <Remove 
Account> 


v. Touch <Continue> 
b. Touch <Done> 


 
10. On your mobile device, configure 


the app 
a. Touch + or Add account 
b. If you get the “Do you have 


a backup” message touch 
<Continue> 


c. Touch <Work or school 
account> 


d. Scan the QR code that’s 
open on your computer 
screen 


 







11. Your Screen should now look like 
this 


 
i. On your computer 


click <Next> 


 
12. Wait till you see this message 


a. Click <Save>  
13. You may receive a message to verify 


your preferred method 
a. Click <Verify preferred 


option> 
b. You will receive a test (call, 


text or app notification, 
depending on your 
preferred option) to verify 
everything is set up 


14. Click <Close> 


 


 







Connecting to St. Elizabeth Intranet Remotely 


To access the St. Elizabeth Intranet, follow the instructions below: 


1. From your personal device, open a web browser and enter the
https://private.stelizabeth.com URL.  You will then be presented with the login
page. 


2. Select Intranet_Users_Azure from the dropdown box. Then enter your network
username and password in the appropriate spaces.


3. You will receive a notification (app notification, text, or call) from Azure to


verify your account depending on the preferred method you set up.



https://private.stelizabeth.com/





 


 


4.  Once you have successfully authenticated, click on the IntranetSite link to be 
presented with the St. Elizabeth Intranet. 


 
 
 
 


 
 
 
 


 
 
 


 
 
 


 
 
 
 
Who do I contact if I have problems or don’t know my network username/password? 
The IS Help Desk will be able to help with any issues. They are available 24/7 at 
helpdesk@stelizabeth.com or (859) 301-2541. 



mailto:helpdesk@stelizabeth.com
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